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o IPVEE: T L7 454 11 2
o IPv6 Addressing
o IPve Header Format

o IPv6 Core Protocols
= ICMPV6
= Neighbor Discovery (ND)

o IPv6 Routing

0 R
= |Pv6/IPv4 & IP#s 1 (Dual Stack)
= i3 4] (Tunneling)
sy g 4R 48 4] (Translator)
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- IPv6 =it % 51 & (native)

o IPV6® * 128Bitciiiznt 2 & » » A8 BB 7 3 2M28chizpnt 7 AF > 1Y
16:8 = (2M)%& 7 » ¥ B =32k = B2 -8 F
4e= B ~00104A L 2 Y L2
0010 0000 0000 0011 =~ % 2003
LT S )
20030000000000B30000000000001234 (~ & * % 334%)
>2)003.OOOO.OOOO.OOBB.OOOO.OOOO.OOOO.1234(/,7\ ,-3 ANE MR BLe
Fi
>2003:0:0:B3::1234(f &)
o WA
- & 16Bits4rE sg2_4bit4 7 20 TF 7§k
%Z16Bits> 0> RIF @ B 50
i3 F = 2 16BitsE iz ¢ 200000 B|¥ > gk o B L

v
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S a0 a
IPv6 =kt % 57 i (IPv4 Embedded)
e |Pv6 Address ¥ i¢ * IPv4 =4t iT 5 H = hem%k
32bit
B e
1. 2003:0:0:B3::192.168.0.1=2003:0:0:B3::C0OAS8:1

2. 2003:0:0:B3:0:ffff:172.16.0.1

3. 2003:0:0:B3:0:5efe:10.10.0.1
AR 0 IPvARS i S BEL R 0 1AL 24 0 IPVBRER
P BEARE o UL AT o
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Basic Address Types

o Unicast (Z-¥f2k 8 ﬁ;f])
o Address of a single interface I:l
o Delivery to single interface
o for one-to-one communication

[

o Multicast (33§ i@ ﬁ;f])
o Address of a set of interfaces I:l
o Delivery to all interfaces in the set
o for one-to-many communication

/N
000 000

o Anycast (% 2 4% B o T IEH Y gl )

o Address of a set of interfaces
Delivery to a single interface in the set I:l ”
for one-to-nearest communication

Nearest is defined as being closest in
term of routing distance

«J[H]FITWNIC IPv6}E: frﬁlﬁ::?g/,j ’Iz?wﬁﬂ
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Unicast Address Scoping

eGlobal Scope:
¥ finternet} 3 gz mypbz B 0 H mpb
Global Unicast Addresses

Global

eLink Local Scope:
73 e — B Layer2i gt T chiHostA ¢ * e
phz B> B =abfE S Link-Local Addresses
eUnique-Local Scope (3 02 1Pv4 3 Private
Address) ;

TE - BARECE ST 2 fF R H T
o B ,iuf%p nigue-Local Addresses
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Unicast Address Structure

2003:0:0:B3::1234/64

R h ¥R 2003:0:0:B3

Interface - ht¥Mix: 2L B3 :0:0:0:1234
B 1234

Network - ht & &~ F o a3k & 2%
Interface = xt 28 & + d Host #3427

n bits 64 - n bits 64 bits
Global routing prefix Subnet ID Interface ID
|dentifies the address range  Identifies a link Interface identifier, 64 bits
assigned to a site within a site

Bits 0 to 2 are set to 001 (binary)



e 1% I —
Network 1D 3% T _£7 fie 1% $% )
1. ¥:* Neighbor Discovery (ND) - #*<Router
Advertisement
2. DHCPvV6 — Prefix-Delegation
3. FH R T
4. Tunnel Server ik ¥up & 2 2 &4y T (IPv4T™)
5. VPN Server (IPv4 and/or IPv6)
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IPv6 Prefix % 7% ;%
e CIDR™ 3\

IPvo= > & * [X B=iX|Pv4 Subnetmask %+ > ;\ X ¥ d 0% 127
5] 4

1. 2003:1234:3344::34ff:2314/64 % 7 Network IDER i» 5 64bit

2. 2003:1234:3344::341f:2314/60 % 7 Network ID=2% i» 5 60bit
3. 2003:1234:3344::34ff:2314/12% % 7 Network ID=32% i» % 127bit

%+2003:1234:3344::34F:2314/127% { % #F, &:

H ¢ Network ID 2% i» 5 2003:1234:3344::34ff:2314

priepide 77 3 BHost: 2IPv47 B end i FHoOSty ¥ g * s e
2003:1234:3344::341f:2314/12% 2003:1234:3344::34ff:2315/127
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Interface ID A& 4 & 3\

1. # * modified EUI-64 /& & # » ‘& d MAC Address:*
5 diInterface i+ 4t

2. P sipd g 4 ity

3. F PR T

4. Tunnel Server x %i;i B A 4 B dp T

5. &d Ae 24 A 24 2 ez ak(IPV6 IPSec)

6. DHCPV6 ' PR & 4p 2 (Stateful)
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A

A — -
d MAC Address & 2 Interface ID

First three octets of MAC is Company-I1D
Last three octets of MAC is Node-ID
#- FFFE% » Company ID£ Node-ID ¥

Company ID 2i& i+ 4 51 ;* 2. % 745 % Univeral/Local-Bit » % 5 1
% -1 Global Scope

4 MAC Address & 00-C0-3F-BB-93-91 > 7

1
2
3
4.
5
6

Company ID 3 00-CO-3F, Node ID i BB-93-91
00-CO-3F-FF-FE-BB-93-91

Company ID 2:& = £ 5+ ;2 5 00000000 11000000 00111111
#-% 7bitzz 5 1 » % 00000010 11000000 001111111

Z 2 5 02-CO-3F

Interface ID = 2CO0:3FFF:FEBB:9391
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The conversion of a universally administered, unicast IEEE 802

address to an IPv6 interface identifier

IEEE administered company ID Manufacturer selected extension ID

24 bits 24 bits ———————————»

A

h 4
&

IEEE 802 Address: cceceec00 coceceecee cecoceceeee OOOOOK XOOO000 X0000MX
EUI-64 Address: ccceecc00 coccocoocece cocococceee 11111111{11111110 X000 30000000 X000000K
OxFF OxFE
L A ¥
v
IPv6 Interface Identifier: cccececc10 coccooooce CoCooCooe 11111111 11111110 30000000l XOOUOoTK X000ONX
13
-t 64 bits -
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Global Unicast Address 4 A2 Z

Fraction of

Allocation Prefix binary Prefix hex address space

Unassigned 0000 0000 :0/8 1/256

Reserved 0000 001 1/128

Global unicast 001 2000::/3 1/8

Link-local unicast 1111 1110 10 FE80::/10 1/1024

Reserv.ed (formely Site-local 1111 1110 11 FECO::/10* * 1/1024
unicast) deprecated

Local IPv6 address 1111 110 FC00::/7

Private administration 1111 1101 FDO00::/8

Multicast 1111 1111 FF00::/8 1/256

The updated list of address allocations can be found at:
http://www.iana.org/assignments/ipv6-address-space.
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Link-I.ocal Address

Meaningful only in a single link zone, and mayrbeused on other links
Link-local addresses for use during auto-configaraand when no
routers are present

*Required for Neighbor Discovery process, always@matically
configuration

*An IPv6 router never forwards link-local traffieyond the link
*Prefix=FEB80::/64

1111111010 0 interface ID

10 bits 54 bits = 64 bits

17 FITWNIC IPVEJE I i
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Uhique—Local Address

o meaningful only in a single site zone, and can not be re-used in
other sites

e Equivalent to the IPv4 private address space
Replace Site-Local Addresses

L identifies the assignment policy. Only value 1 (FDO0O::/8) is
currently in use designating a local assignment*

e Global ID is a 40-bit identifier that ensures the global
uniqueness of the address. It is generated pseudo-randomly
and must not be sequential. Because ULAs should not be
globally routed, they do not need to be aggregated, so
sequential global IDs are not necessary *

e Prefix= FCO00::/7 =
L=1 %= Localj
L=0 ¥

1111110|L Global ID | subnet ID interface ID

7 bits 1 pid0 bits 16 bits 64 bits

*J[H]F1Deploying IPv6 Network, Cisco Press 2006
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IPv6 Multicast Addresses

e Multicast address can not be used as source or as intermediate destination in a Routing
header

o Flag field ORPT 4bits
o The low-order Transient(T) flag indicates permanent (T=0) / transient(T=1) group

o The P bit is defined in RFC 3306, and it indicates whether the multicast address is
built based on a unicast prefix (set to 1) or not (set to 0).

o The R bit defined in RFC 3956, if set to 1, indicates that the multicast group address
contains the unicast address of the RP servicing that group.

e Scope field

O: reserved
Interface-Local

. Link-Local

: reserved

: Admin-Local Scope
. Site-Local

: Organization-Local
. Global

Others: reserved

FF02::/16% -+ = Multicast i~ 4t % £~ » Flagi& -t ¢ 5 X
2.group ID» 7 & * unicast prefix # ¢ 7 RPF 3 >
#H Scope: link-local

0D 00DO0OOOOGO DO
Mo uhwiNBk

11111111 flags | scope group ID

v

P »d »d »d
< Ll | » < Ll |

8 4 4 112 bits
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IPv6 Well-known multicast addresses

IPv6 Well-known multicast IPv4 Well-known multicast Multicast Group

address address

Node-local scope
FF01:0:0:0:0:0:0:1 224.0.0.1 All-nodes address
FF01:0:0:0:0:0:0:2 224.0.0.2 All-routers address
Link-local scope
FF02:0:0:0:0:0:0:1 224.0.0.1 All-nodes address
FF02:0:0:0:0:0:0:2 224.0.0.2 All-routers address
FF02:0:0:0:0:0:0:5 224.0.0.5 OSPFIGP
FF02:0:0:0:0:0:0:6 224.0.0.6 OSPFIGP-DR's
FF02:0:0:0:0:0:0:9 224.0.0.9 RIP routers
FF02:0:0:0:0:0:0:D 224.0.0.13 All PIM routers
Ste-local scope
FF05:0:0:0:0:0:0:2 224.0.0.2 All-routers address
Any valid scope
~ FF0X:0:0:0:0:0:0:101 224.0.1.1 Network time protosdiP
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IPv6 Anycast Address

e Assigned to multiple interface

Only used as destination address

Only assigned to router

anycast addresses are indistinguishable from unicast
Subnet-router anycast address is predefined and required
IPv6 reserved anycast address for future use

Anycast ID: 0-125, 127(00-7D, 7F) & ¥ & &

Anycast ID:126 (7E) » P = 37 = Mobile IPv6 home agent’s
anycast addresses

Unicast Address with EUI-64 Interface ID (%% % A Xk >3k 2322 AnycastiRix i * )

Subnet Prefix 000...000 Anycast ID

64 bits 57 bits 7 bits

A
v
A

v
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REC 5156 SPECIAL-USE Addresses

Unspecified address(0:0:0:0:0:0:0:0 or ::)
o Indicate the absence of an address
o Equivalent to IPv4 0.0.0.0

o Never assigned to an interface or used as a destina  tion
address

Loopback address (0:0:0:0:0:0:0:1 or 1) 4% > IPv4
127.0.0.1

o ldentify a loopback interface

IPv4-compatible address (0:0:0:0:0:0:w.c.x.z or ::\w  .c.X.z) (%
Eigm)

o Used by dual-stack nodes

o IPv6 traffic is automatically encapsulated with an IPv4
header and send to the destination using the IPv4
infrastructure

IPv4 mapped address (0:0:0:0:0:FFFF:w.c.x.z
or ::FFFF:w.c.x.z)

o Represent an IPv4-only node to an IPv6 node

2 Never used as a source or destination address of IP V6
packet o[ FITWNIC IPVBE (52 =5
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IPv6 i sk A fie 7 i 4 &

RIRMTﬁC‘]? mﬁx J lf:.il._:[_ F’E > /32 ©
e (3) Utilization Metric

Log (number of allocated objects)
HD-Ratio = mmmm e e
Log (maximum number of allocable objects)
o H ¥ objectsiyHE & & 5 /56:0IPV6imat 3 B o § HD-Ratio+ +*
0.94pF » W+ 3 I3 4v i hb flogf e 3 Roo
o LIR/ISPRz## IPV6i=at 7 I }end usercinz & i R
0 /64 Y HE=RF & * e - & (one and only one) subnet
= 'ﬁ—ﬁi /64 a7 B oo
o /56 - AT LA Y 3 +n/56 0 7 oo
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[Pv4 Addresses and IPv6 Equivalents

IPv4 Address IPv6 Address

Internet address classes N/A

Multicast addresses (224.0.0.0/4) |IPv6 multicast addresses (FF00::/8)
Broadcast addresses N/A

Unspecified address is 0.0.0.0  |Unspecified address is ::
Loopback address is 127.0.0.1  |Loopback address is ::1

Public IP addresses Aggregatable global unicast addresses
Private IP addresses Site-local addresses (FECO::/48)
APIPA addresses Link-local addresses (FE80::/64)
Dotted decimal notation Colon hexadecimal format

Subnet mask or prefix length Prefix length notation only




The IPv6 Header
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IPv6 vs. IPv4 Packet Data Unit

mMaximum . ‘

65535 octefts

mMinimMum
20 octets _)I
y 4

IPv4 Header Data Field
IPv4 PDU
mMmaximum I
65535 octets ‘
Fixed
40 octets —>|‘—O or more——>|

IPv6 Header Extension Extension
Header Header

IPvé6 PDU

Transport-level PDU
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A D AL B

IPv6 Header£2 IPv4 Header +“ i

IPv4 Packetl Header IPvé6 Packel Header
AN y  /
1188 Service

Identification 16 Flags 3 Offset 13

ligeliile

Class 8 Flow Label 20

Next Hop
Header 8 Limnit 8

Protocol 8 Header Checksum 16

Source Address 32

—
Options + Padding

| 32 bits |

I FITWNIC IPVBHE (2R s g 5
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IPv4E IPv6 Headerz. £ B

Streamlined (= 1 # =445 %)

Fragmentation fields moved out of base header Changed Removed

IP options moved out of base header 0 bits 4 8 16 24 31
Header Checksum eliminated Ver @ RService Type
Header Length field eliminated a

Length field excludes IPv6 header
Alignment changed from 32 to 64 bits

Revised (= B = £ 374 )

Time to Live = Hop Limit
It Destination ress
Protocol = Next Header

Precedence & TOS - Traffic Class

Addresses increased 32 bits = 128 bits
Extended (F73 — & 4§ i)
Flow Label field added

*of [2'[E IIntroduction to IPv6, Cisco 2001
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IPv4 vs. IPv6 header

o FpE eFR A

IPv4 header| IPv6 header 2R

Version Version P A~

Traffic class| Type of T W E 3 Al iR R dt
service &

Payload Payload headefs & = % 7 # &

length length R

Protocol Next header| & — i headetiy T 5 75

type

Time to live | Hop limit | 3¢ ¥ 12 3373 it b o

Fer &

27
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IPv4 vs. IPv6 header

o Hj N4
IPv4 header| IPv6 headé¢

\J
-

B R R F]

IHL 3 Payload lengthe & %3 7,
F] = IPv6 headek B & z_

|dentifier, Fragment extension headef
flags, offsets R A 24t & e (F
checksum BV E AT R ek

5L ”;a“ ;J;%z

Flow label | * flow k&7 % F a2 :d

28
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Hop-by-hop options header |pyg PDU general form

SRS P =R g VAR 1Y LS gh 38 S

Routing header

0 IPv6 kiR & gkw i % Routing oo iR Epdn kR 0 v A4t LR P
3 S epk T P e R ehd t&m,ﬁiﬁ

Fragment header

o 3 |PV6 A Fr R E RT e R IR

Authentication header

0 5 IPV6 $ & i TR (H I SR TR ) - ”;1‘1‘»'%2%]& (FEze i@
bk .t.}::‘ PRI ARB ) A B ERRIRE (FE Rt A AREFTER T &
X G )3 ){mﬁ ‘}“)

Encapsulating security payload header

a0 HEERiriEk i fié{ﬁm payload #& & 7L i 4 ~ T

Destination options header

0N R WP h g P ehd Bahdte B Sk

\_
A
[
—4
~
R
i
2
T
w3
&y
A
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IPv6 #F & 2 W fLEf e &+

(1) ¢ B

IPv6 B A i5EE TCP lication #Z¢
T — & bl Application =55 2
(TCP)
(2) RE{ERREE A — (kR
IPve B FiEog Routing #E08 TCP
—F_‘ﬂﬂ‘fg\‘% =43 —F_‘@%% =6 %%: App]jgation %ﬁ
(Routing) (TCP)
(3) AL{HRfEEE S Er{E
Pv6 B Aoy Routing 105 Fragment TCP ~
T—EEE =43 | T—EEE = (EEE] gy | APPHCHon
(Routing) (Fragment) T—{BiEE=6 (]
(4) FEARAEEE HE = {ERF
IPv6 HA4MEEE | Routing &0 Fragment Security | TCP Application f&
T—EZEEE = 43| F—{EE=SE CE] 28 F—| &S
=44 T—{BZEEE=50 | {EZ5E=6 =
U QA Q7o Q2 “



IPv6 Core Protocols
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A D AL B

Dual Stack TCP/IP Protocol Suite

OSI model layers

TCP/IP Protocol Suite

DARPA layers | ‘ |

Application Layer

Presentation Layer

Session Layer

Application Layer HTTP FTP SMTP DNS RIP SNMP

Transport Layer

Transport Layer TCP UDP

Networl Laver

IGMP | ICMP ND [ MLD
Internet Layer ICMPVv6
IP (IPv4)

Data Link Layer

Physical Layer

Network Interface goz.11 |
Layer . Ethernet ! . wireless ! | FrameRelay ! : ATM

v

g [B[EITCP/IP Fundamentals for Microsoft Windows Chapter 2
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IPv6 Core Protocols

o  APiZ AR E A0 - ARG IPVG,T‘%@;‘éﬁf%

Core Protocols o

IPVv6 IIPVA s 2 #4] | B2 2R T AlPVAFS 1 EE b engs ] o e IPV6
Core Protocols=# it 58 ~ 2F %

IPV6 IPv4 IPVv6 is a routable protocol that addresses,
routes, fragments, and reassembles packets

ICMPV6 ICMP ICMPvV6 provides diagnostic functions and
reports errors when IPv6 packets cannot be
delivered.

ND ARP ND manages interaction between

neighboring nodes, including automatically
configuring addresses and resolving next-
hop IPv6 addresses to MAC addresses.

MLD IGMP MLD manages IPv6 multicast group membership.

g5 EITCP/IP Fundamentals for Microsoft Windows Chapter 2



o I — -

A D AL B

ICMPv6 Message 2 3

Type [8] Code [8] Checksum [16]

Message Body [N*3 2]

° Type

o %51 ICMPV6 2t & esg A o 3% = 8 o
A N ’rsf Ak s 05 2 ICMPVE T L9 » B R i

~E s 1o
e Code
0 RALTRLFUSS B o ] L B e RS
FA o Adek R - B o Bl Code ff =3k 5 0o

e Checksum

o 33 ICMP 2 & 0
2= ﬁZ—IPVG Pseud

o Message body
0 ¢ 7z ICMPV6 3 L 453 et o

?&
e
[

A’}ﬁg T =3 ’J :‘—i
e deréc > 3 ICMPv

@)
-
Q
O’cn
C‘m
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Neighbor Discovery (ND)

e RFC 2461(>RFC 4861) (Updated by RFC4311)

o FEEAP M G BE2 BT B (her— 2 iR B

o I~iX|Pv4r® 53ARP, ICMP Router Discovery,
ICMP Redirect

e ICMP message?| i :

o Router Solicitation (g weLink 4 jmsed =5 &)
Router Advertisement (z 4 Network Prefixe: 4p ki % %)
Neighbor Solicitation (ARP Request)

Neighbor Advertisement (ARP Reply)

Q
Q
Q
o Redirect
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Neighbor Discovery (ND)#* st

e Router Discovery
O A F ARG ABEY BB
e Prefix Discovery
O AP AR RS IR AR P honie i prefix
e autoconfiguration of address & other parameters
0 p P BEFIPVET AR T
e Duplicate Address Detection (DAD)
O BF LR FETE R i n BRI AP AR S B
e Neighbor Unreachability Detection (NUD)
O @ PR EARM G LT IPVE & 7 L R jTdte
e Link-Layer address resolution
0 hEFEPT aERi F ML AR R Bdp af o BEen IPV6 i R4 5
Hi R ak o U ApE > IPv4 ¢ 9 ARP
o first-hop redirect
g F - B A%k - BELIPV6 hab ¥ Ui p o

*f [2[E TIntroduction to IPv6, Cisco 2001
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‘ND Autoconfiguration, Prefix & Router
Discovery

Ul%i UI%
—9 1.RS 2. RA 2. R
1. RS: 2. RA:
ICMP Type = 133 ICMP Type = 134
Src = Src = Router Link-local Address

Dst = All-Routers multicast  Dst = All-nodes multicast address
Address (FF02::2) (FFO2:: 1)

query= please send RA Data= MTU, options, prefix,
lifetime, autoconfig flag

eRouter solicitation are sent by booting nodes to request RAs
for configuring the interfaces.



S
ND Address Resolution & Neighbor

Unreachability Detection

ICMP type = 135 (NS)

Src=A >

Dst = Solicited-node multicast of B

Data = link-layer address of A

Query = what is your link address? ICMP type = 136 (NA)

Src =B
Dst = A
Data = link-layer address of B

| A and B can how exchange :

packets on this link

<




o

ND Redirect Router Advertisement

A B

&~

Src=A
== Dst IP = 3FFE:B00:C18:2::1
Dst Ethernet = R2 (default router)
<<
Redirect:
Src = R2
3FFE:B00:C18:2::/64 Dst = A

Data = good router = R1

e Redirect is used by a router to signal the reroute of a packet to an
onlink host to a better router or to another host on the link
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B MTU

e LiInk MTU
0 = B linkd Bt @
e Path MTU
0 KRI| P PR A1 e K ehdo ] MTUE i)
o IPV6% | elink MTUE.1280 1 =~ (IPv4 % 681 =)
o IPV6 Kifi 8w i * 1 itig ke Fragment HE
Bp K-~ AN RS MTU at )iil 3@;% A payload S
£ o IPV6 & B F L A E AT T D % 1500 =

LB AL B ET e o



S e ____.

e P

Path MTU Discovery

o BiXHELE TR MTU 8 F ) o aug B MTU o

o BiXx & BRI ET MTU o=~ /] B3 IP FR T3 -

o ok B T Faptd Baw i A MTU (| 30X 39 | < a3
b E 2 ﬂL_g , i’;ifg—if IPV6 Fte > I8 ICMP
Packet Too Big . 2. % w 3] @ :x & 2 - [CMP Packet Too
Big:t g ¢ 7 #F 2 prdr i Beoig ¥ MTU -

o BiX & BLEF w P N3t PR T MTUP{ Z_= ICMPvV6
Packet TooBig :t &, ¢ MTU #f =& o



IPv6 Routing

ot

REEE AR




o I -
Routing 1n IPv6 /3

e Asin IPv4, IPv6 supports IGP and EGP routing
protocols:
o IGP for within an autonomous system are
= RIPng (RFC 2080)

= OSPFv3 (RFC 2740)
= Integrated IS-1Sv6 (draft-ietf-isis-ipv6-07.txt)(2007/10/04)

o EGP for peering between autonomous systems
= MP-BGP4 (RFC 4271, RFC 4760 and RFC 2545)
e |IPVvG still uses the longest-prefix match routing
algorithm
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Routing 1n IPv6 /3

e RIPNg
o RIPv2, supports split-horizon with poisoned reverse

o RFC2080

o |S-ISV6
o Shared IGP for IPv4 & IPv6
o Route from A to B same for IPv4 & IPv6
o Separate SPF may provide SIN routing

e OSPFV3
o« Ships in the Night » routing
o Need to run OSPFv2 for IPv4
o Route from A to B may differ for IPv4 & IPv6
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Routing 1n IPv6 ¢/3

o BGP4+
o Added IPv6 address-family
Added IPv6 transport
Runs within the same process - only one AS supported
All generic BGP functionality works as for IPv4
Added functionality to route-maps and prefix-lists
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IPv4£2 |IPv6t i (1/2)

Feature IPv4 IPV6

Source and destination 32 bits 128 bits

address

IPSec Optional required

Payload identification No identification Using Flow label field

for QoS in the header

Fragmentation Both router and the Only supported at the
sending hosts sending hosts

Checksum of header iIncluded Not included

Resolve address to a broadcast ARP request Multicast Neighbor

link layer address Solicitation message

46
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IPv4 2 IPv6 " $2(2/2)

Feature IPv4 IPV6
Determine the address ICMP Router ICMPV6 Router Solicitation
of the best default Discovery (optional) | and Router Advertisement
gateway (required)
Send traffic to all nodes Broadcast Link-Local scope all-nodes
on a subnet multicast address
Payload identification No identification Using Flow Label field
for QoS in the header
Configure address Manually or DHCP | Autoconfiguration/DHCPv6
Map hosts name to A AAAA
addresses
Manage local subnet IGMP Multicast Listener

group membership Discovery (MLD) 47
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Internet Transition Trend

IPv4 IPv4 IPv4
Ocean Ocean Island

NAT-PT
DSTM
4t06

49



REFC 5211 - An Internet Transition Plan

Preparation

Present — December 2009

Service Providers:

= Plol test 1PvE nebwork
SEVICES

Organizations:
e  Should prepare servers for
IPv6 network services

Federal Agencies:

Prepare (o provide
Intermat-facing services via
IPvio-based connactivily
while continumg 1o provica
Intarnat-Tacing sennces via
IFvd conmectvity

Arrange for IPvE-based
Internal conmeclivity 1o
any Intarmel-facing servers
{(e.qg  web emall and
domain nama servers)

Transition

January 2010 =
December 2011

Service Providers:

L ]

Offer production 1PvG and
IPvd services o Intarmeal
cuslomers

Organizations:

Must prepare servers for

IPv6 network services
May prepare for IPv6 internal
connection trial

Federal Agencies:

Provide Internet-Tacing
Senices In a production
manner via |[Pvi-based
connectinvily In addilion (o
IPvd-based connectnvity

Frovide |PviG-basad
Intermel connechivity (o

infemal user commumities

Provide 1P intarnal
supporting servers (e.q
DNS, DRCP)

Paost-Transition

January 2012 - Onwards

Senvice Providers:

Must offer IPvG-based
Internet Service (o Intermal
cuslomers,. IPvB-basad
Intemat Service should be
via native [Pvb natwork
SEMIcE,

Organizations:

Must prepare servers for

IPv6 network services
Should prepare for IPv6
internal connection

Federal Agencies:

Frovide all Intermet-facing
sanvicas via |Pvi-based
connectnvity, thus allowing
for neew Internael cusiomers
connected solely by IPvG
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Dual Stack

e RFC 2893 -> RFC 4213

IPv4/IPv6
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o RFC 2529

|IPVv6

|IPv6

e RFC 3056
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Translator
o RFC 2765 ; RFC 2766

NAT-PT
— SIT

e RFC 2767
IPv4 Apps IPv4 Apps
BIS BIS
IPv6 Stack M IPv6 Stack
o RFC 3142

IPV6 TCP/UDP-Relay IPv4
Host LIPV6IPv4 | Host
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Dual Stack Mechanisms @2

e Dual IP Layer Operation (dual stack)
o Both IPv4 and IPv6 are directly supported

e |IPV6/IPV4 nodes

o for IPv6 nodes to remain compatible with IPv4-
only nodes

0 operated in one of three modes:
= |Pv4 stack enabled and IPv6 stack disabled
= |Pv6 stack enabled and IPv4 stack disabled
= both stacks enabled.
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Dual Stack Mechanisms /2)

Applications

TCP/UDP

IPV4

IPV6

Device Driver

—

V4/\ 6
networ k

Routing Protocols

TCP/UDP

|PV4

IPV6

Device Driver

networ k

RFC 4213

V6
@ —( network
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BE 5 238 4 (Dual Stack) 5 i 42 BEVC i &

| PvA/IPVB i1 €32 g (Dual Stack) i 45 i
TEXRREELE ¥ 2 4 (scalability) £ - F] &
F BaeZlRIPvEia 21
B PVAR At o
HHBEEA B RPN AR | A SAFRRER 2 f B 4 0 F
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tablez 4R % ¥ T
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unneling
Tunneling ~ #g
2 EF
b. P ®

6tod, ISATAP, Teredo
. EpapH

Tunnel broker

Tunnel ~ 3% & 7 7 T 7~ it

a.  Tunnel Server: ¥ &Tunnel PEF+2_ 5 53K #

b. Tunnel Client: 22 Tunnel Serverzz = i & » ¥ d Tunnel
Server® {FIPvoieht 2_ & * **F{ e S

¢.  Tunnel Broker (optional for tunnel service, but
required for tunnel: * ki {7 Tunnel Server s iE £
H] o B Tunngl ,]/Br'okeréﬁﬁg‘ + ¥ 14 xﬁ_“;g”ﬁ i ARSE
Tunnel Clients: %9 £2 Tunnel Server:i 4R
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o Mechanism to carry IPv6 packets over IPv4
Infrastructure

o Encapsulate IPv6 In IPv4
o Tunnel endpoints are explicitly configured
o All IPve implementations support this
o Tunnel endpoints must be dual stack nodes
o The IPv4 address is the endpoint for the tunnel
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IPv6 Island

IPv4 Tunnel

ual-stack
node ,\ node




Connection of IPve Domains
via IPv4 Clouds
(6to4)

RFC3056
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o ,i_Iﬁxﬁ IPV4AEREL? > p #9iE > Tunnel:g 52 3 IPv6# i

o 5 PublicIPv4iz=n ™ i %
o ﬁ ¥ 1= A& ¥ enborder router

o Y % 6to4 shegress router & g
o Have a dual stack (IPv4/IPv6)
o Have a globally routable IPv4 address
o Implement 6to4

o it % 6tod TLA (2002) = &g 1 IPV6 prefix
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|« 128 >
007 | 0x0002{ V4 Aadr SLA
\\\ > 13 >l 32 —>|< 16 —k 64 ,’;i
2002::/48 J
2002 | IPv4 Address | SLA Interface ldentifier
< 16> 32bits 2€ 16 >< 64 bits >

O Site creates a 48 bit prefix using its gateway router’s public
IPv4 address

> 2002:A.B:C.D::/48 for IPv4 address A.B.C.D



EAELEw

6to4 6to4

Rout Router )
) 6to4 Site < a 6to4 Site )
\
\
o /P4 Interne !
 Each site with at least  With global IPv4
one global IPv4 address /\ address IPv4 ,
IPv4(y)

IPv6 Header
x| 200
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6to4 relay router 6to4 Site

/g
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IPv4 Internet 6to4 gateway

\ /\ j F . _routers

6to4 Site




Intra -Site Automatic Tunnel
Addressing Protocol
(ISATAP)

RFC4214 -> 5214
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ISATAP

o HILF chIPvAREE? » p BoiE = Tunnelid 3 5 IPV64 i

e Example: ISATAP host communicates with IPv6 host (no
ISATAP support).

o The ISATAP host is isolated in an IPv4 network whereas the IPv6
host is in a IPv6 network

Network




S .
Construction of ISATAP address

e ISATAP interface identifier can be combined with any 64-bit prefix
(including 6to4 prefixes) to form an RFC 2373 compliant IPv6 globally
aggregatable unicast address.

e |IPv4 address inside EUI-64 interface identifier
:0:5EFE:A.B.C.D for IPv4 address A.B.C.D

The O:5EFE portion is formed from the combination of the
Organizational Unit Identifier (OUI) that is assigned to IANA,
and a type that indicates an embedded IPv4 address (FE).

| SATAP Prefix Specially constructed EUI64 Interface D
Prefix | nterface | dentifier
« 64-bits > < 64-bits >

| SATAP Address Format
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ISATAP Operation @2
Simple Deployment Scenario of ISATAP (Hosts....)

The Automatic Tunneling Pseudo-Interface uses the link-local
ISATAP address assigned to the interface as a source, and uses
the last 32 bits in the source and destination IPv6 addresses
(corresponding to the embedded IPv4 addresses) as the source
and destination IPv4 addresses

192.168.41.30
FE80::5EFE:192.168.41.30

10.40.1.29

FES0::5EFE:10.40.1.29 Lats
Infrastructure

IPv6 IPv6 HOST A HOST B IPv6 IPv6
Header| Data ISATAP ISATAP Header| Data
Supported Supported
Src = FE80::5EFE:10.40.1.29 IPv4d | IPv6 IPv6 Src = FE80::5EFE:10.40.1.29
Dst = FE80::5EFE:192.168.41.30 = Header Header| Data Dst = FE80::5EFE:192.168.41.30

Src=10.40.1.29
Dst = 192.68.41.30



ISATAP Operation ¢/2)

Simple Deployment Scenario of ISATAP

(Routers...)
IPV6
IPv6 %% Network IPV6in | PvAGREe ®

3FFE:3600:8::1

92.168.41.2

3FFE:1A05:5102412:5EFE:192.168.41.25
10.40.1.29

3FFE:1A05:5102412:5EFE:10.40.1.29
IPv4 IPv6 IPv6

Header Header| Data

iPve | 1Pv6 Src=10.40.1.29 L'ID(;’: o g’aﬁ
Header| Data Dst =(192.68.41.25>

Src = 3FFE:1A05:5102412:5EFE:10.40.1.29 Src = 3FFE:1A05:5102412:5EFE:40.40 0
Dst = 3FFE:3600:8::1 Next = 3FFE:1A05:5102412:5EFE{Q92.168.41.25

Dst = 3FFE:3600:8::1
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Teredo

o I MIPVARE:? > p #2322 Tunnelid & 1
IPVO6 3 §2,

o ¥ f2/4IPv4 L private IPV4 - ptpFrv ig 013 3
IPVO6 3 §2,

Teredo Server 1

s o

Terecdo Server 2

Restricted
MNAT

IPvd Internet

FrR

< 1€

-—'_'_'_.-'_F.-.-F

Restricted i

Bubble to Teredo Client B M
Bublble to Teredo Server 2 l
Forwarded bubble to Teredo Client B IS
Bubble to Teredo Client A IR;
Direct packet to Teregq felient\ &y microsoft.com o

Teredo Client B

Dhwn=
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Automatic Tunnel

ISATAP‘
BB XX DA BITR T GF AL RPN IR HF oo
E Prlvate IF’V4T% **ﬂzi #—Pubhc IPv6 z_ =4k, Ciscofs d ﬁi ;%

2 B —lz i FJ‘ 7 »i, % = Bottle Neck ° e 4rfie & Firewalli# * - 7
L rMH B d A %o
6to4:
Bl g % WAN=S 8 5% 0 Ciscofd B 42
Bl % DM AR R Pe}ifj/é&l 4 % & ;X 7 Business Model
Teredo:
BEL T R A IPA % B2 2 g #IP Tunnel Client £ # * Public IP
Z2_Teredo Tunnel Server £ = IPv6 Tunnel
32 BL: 1%’**%‘ EFRET X 23 B~ P E - ¢ i = Bottle
Neck - C1sc0}i*‘ d B2 X o
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1. IPveaft A~ ez IPv4AR 3 chad B T B %0 R
K [Pv4 . g mBroadcastbﬁﬁ? o F R R ’&j v4
et QR EE A o X EZIPV6.

2. & T ERIPv4As R v ok IIPveREEL b oo O B
sz i@ Translator h”@% % > BIPv4 et 2 [Pv6eertic
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o RFC 2765: Stateless IP/ICMP Translation Algorithm (SIIT)

o RFC 2766: Network Address Translation - Protocol Translation
(NAT-PT)

e RFC 2767: Dual Stack Hosts using the Bump-in-the-Stack
technique

e RFC 3338: Dual Stack Hosts Using "Bump-in-the-API (BIA)

o RFC 3089: A SOCKS-based IPv6/1IPv4 Gateway Mechanism

o RFC 3142: An IPv6-to-IPv4 transport relay translator

P F A SINPERD BE PV RE &L DR 7 ST, NAT-
PTr 2 H ¢« @2 Application Layer Gateway, Flpt 12 & & ¢ 5
NAT-PTZ H 45 B 4 ji
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i 3% (Translation) H i i 4% BE v gl 2
| Pv4/I Pv6sg 3% (Trandation) it NAT-PT

NAT-PT+ 22 4f & | Pvdgr i d NAT-PT &2 shsession

PV 2 & =% » % | o A BsessioniEAer o #7
IPvAgs 5PV el 3 > & | F 318 39F im0 NAT-PT
R B s S PR E3e | o FIRNAT-PT#H#E BV i
HUFER o 5 RRRE TR €
jo & AR AE T o
NAT-PT 8 (e ¢tend-user @ | 2 # e4DNS-ALG ~ FTP-
T AT B ALGJM LR 23
ALG(Application Layer
Gateway) = it k2 3t ¢
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e Three Types of Transition Mechanisms
o Dual Stack -~ Tunnelling -~ Translator

e No single mechanism applies to all situations

o Dual StackZiEkz 4] > W Ak pF > ¥ RIPv6# s> T £ - (F %
FieE > v R EF L)

o ﬁ?;( A ﬁrﬁf’ ~ et PR32 0S» Z AR IPve# it £

o RHF ££*~E'E : Dual stack where you can, Tunneling where you
must, Translat1on where you have no other solutions.
0 R VEs»ﬁ}IP dual stack > 3528k 4 % » & * tunnel ingH e BL”

3 zi 11 EHd BEa &

o FRFFHE AR © Dual stack where you can, independence each
other where you must , Translation where you have no other
solutions.

0 FrEfRT 5 J& Fez p £ 32 [P dual stack access
O EFREBT SE LM AR BHE T SE i BT ELY B IP dual
stack® & ‘g; N

0 FHRFIRBIT SBEHE TSGR AR PZRERTF JRBT Snirror= & £
. IPv4 & IPv6 user i s~ M
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